
Cryptojacking 2
A Follow-Up on ‘Cryptojacking: How to Go to Prison with JavaScript’



What is 
Cryptojacking?



Cryptojacking is the unauthorized 
use of another person’s processor 

to mine cryptocurrency.



Cryptojacking is highly 
unethical and illegal in many 

parts of the world.



Cryptojacking can be done on 
almost any device with a processor 

and an internet connection.



Cryptojacking poses a unique threat in that it 
requires very little access to a victim’s device 
to work. It can even be done in a browser 

without any special user permissions.



How does cryptojacking work 
on the web?

1. A user loads a mining script from 
the attacker’s server via an either 
malicious or compromised 
website.


2. The script begins working until it 
finds successful block hashes.


3. When a hash is found, the client 
sends it back to the attacker’s 
server.


4. The attacker then uses the block 
to claim a cryptocurrency reward 
on the blockchain.


5. Repeat.

!
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How did this ridiculousness 
become a thing?



Cryptojacking:

How to Go to Prison with JavaScript

Previously on…



In May 2011, Canadian developer Donny Nadolny releases 
BitcoinPlus.com, the world’s first in-browser cryptocurrency 

miner. The miner is Java-based, and his website even includes a 
handy Wordpress plugin for easier embedding.



However, since BitcoinPlus.com requires the Java plugin to be 
enabled, it’s not viable for cryptojacking without some kind of 
social engineering to trick users into enabling it. A few forum 

discussions from this time mention embedding it on sites already 
using Java applets as a cover, but there’s no clear evidence that 

anyone actually did.



Over the summer of 2011, the difficulty of Bitcoin mining 
skyrockets to nearly 2 million Gigahashes per block on average 
making in-browser Bitcoin mining infeasible. BitcoinPlus.com 
goes offline, and the potential of cryptojacking evaporates.
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About 6 years later, “crypto fever” sweeps the market. 
Developers create hundreds of new, easier to mine 

cryptocurrencies, such as Monero, and prices of existing 
currencies surge. The rewards for in-browser mining rise and 

quickly outweigh the cost of hashing algorithms.
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In September 2017, Coinhive.com launches, offering a service 
that uses a Monero crypto miner written in C, compiled into 

WebAssembly and embedded in the browser as an alternative 
to advertisements.



It’s this easy to use…

<script src="https://coinhive.com/lib/coinhive.min.js"></script>
<script>
    var miner = new CoinHive.Anonymous('YOUR_SITE_KEY');
</script>



Unfortunately, Coinhive’s service at the 
time only encourages customers to ask 
for users’ permission before mining on 

their devices. It does not require it.



Shortly after launching, malware 
programmers flock to Coinhive’s 

service and malicious mining scripts 
begin showing up across the web.











Ad blocking and anti-virus services respond 
by blocking Coinhive’s domain and, in 

some cases, all forms of browser based 
crypto mining, both legal and illegal.









Coinhive responds by releasing a new version of 
their tool called “AuthedMine” which requires that all 
customers display an opt in message before mining 
in hopes that ad blockers will allow this new tool and 

the tide of malicious users can be stemmed.



But it’s too late. With the efficacy of 
cryptojacking now proven as a viable profit 

source, new cryptojacking tools crop up across 
the web using entirely different languages, 

frameworks and cryptocurrencies. 









Governments start cracking down 
more intensely on cryptojackers, 

increasing the risk associated with it.









Hackers respond by abandoning the 
browser and turning to more 

powerful, more damaging attack 
vectors.









Meanwhile, legal browser based crypto 
mining starts to slowly reemerge as an 
alternative to advertisements on high 

traffic websites.







Legal browser based crypto 
mining also gains popularity as 
a means of supporting charities.



DonateYourTab.to





At the same time, after months of booming crypto markets, the 
cryptocurrency world enters a “crypto winter.” Currency prices 
drop, new currencies are slow to market, and the rewards of 

cryptojacking quickly dry up.
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The End?





For the next few months, it 
looks like cryptojacking is 
finally coming to an end…





Salon.com and The Pirate Bay 
both quietly abandon their 
crypto mining experiments.



Unicef Australia also pulls their crypto 
mining donation website, however 

DonateYourTab.to is still up and 
running today.





But this rollercoaster 
isn’t over yet…



While browser-based cryptojacking continues to die off, 
native cryptojacking has begun to explode and rapidly 
evolve as established cybercriminals incorporate crypto 

mining tools into their existing toolsets to create new, 
extremely difficult to detect forms of attack.









Interestingly, cryptojacking malware 
found in the wild exhibits novel behaviors 

suited to cryptocurrency mining’s own 
unique advantages and disadvantages.



Unlike other forms of malware, cryptojacking 
doesn’t depend on any privileged access to 
a victim’s machine, so it can operate in many 
conditions where typical malware would be 

useless, such as containerized environments.









Also, whereas most forms of malware are fundamentally 
indifferent to each other, cryptojacking payloads must 
fight for limited system resources, and consequentially, 

it is advantageous for them to disable or destroy 
competing malware running on the same hardware.





“The malware, named Black-T, gives 
evidence of a shift in tactics […] by 
TeamTNT, a group known for targeting 
AWS credential files on compromised 
cloud systems and mining for Monero.


…


“These include the targeting and 
stopping of cryptojacking worms 
such as the Crux worm, ntpd miner 
and a redis-bakup miner, that were 
previously unknown.”


— James Coker, InfoSecurity.com



Cryptojacking also comes with the unique 
disadvantage of high CPU usage and easier 

detection as a result, but novel solutions to these 
challenges have already started to emerging for 

this and other faults across the web.





“Of those variants, it was Norman 
which sparked the most interest, 
[…] a high-performance miner for 
Monero cryptocurrency […] able to 
employ a number of evasion 
techniques to avoid discovery.


“One way it does this is by 
terminating the mining process 
when the Windows Task Manager 
is opened. […] After the user closes 
the Task Manager, Norman resumes 
its work.”


— Danny Palmer, ZDNet





Applications with high expected CPU usage, 
such as video games, offer cover for 

cryptojacking, and multiple examples of 
cryptojacking malware embedded in Steam 

games have been found.





“Yet an even stealthier form of attack doesn’t 
use malware at all. More than half of 
cyberattacks (57 percent) seen by X-Force IRIS 
in 2018 did not leverage malware, and many 
involved the use of nonmalicious tools, 
including PowerShell, PsExec and other 
legitimate administrative solutions, allowing 
attackers to ‘live off the land’ and potentially 
remain in IT environments longer.


“Attacks that don’t use malware are much more 
challenging for defense teams to detect, 
Whitmore said, because they are leveraging 
tools built into the environment and can’t be 
identified through signatures or typical 
malware detection techniques. Instead, 
defense teams need to detect malicious 
commands, communications and other actions 
that might look like legitimate business 
processes.”


— John Zorabedian, Security Intelligence



Meanwhile, catching and prosecuting 
cryptojackers is becoming more complex as it 
gains popularity abroad and many attacks now 

cross borders from nations with entirely different 
legal frameworks for regulating cryptocurrency.









And then there’s 
Covid…









“In just a matter of months during the 
COVID-19 pandemic, the percentage of 
employees working remotely jumped 
alarmingly from 20% to 71%. […] 
Needless to say, Q3 of 2020 saw a 
massive influx of companies moving to 
the cloud.


“Organizations across the world 
increased their cloud workloads 
without fully understanding the 
security implications, leading to an 
explosion of cloud security breaches. ”


—Mariya Harris, Palo Alto Networks



So what can we do to 
help stop cryptojacking?



For Sysadmins

- Enable SSL and firewalls where ever possible, and don’t 
rely on VPNs alone to secure your Kubernetes, Docker or 
other container management tools.


- Monitor your CPU usage continuously with either live 
gauges or recorded stats where appropriate.


- Monitor your network activity. For macOS, consider using 
tools like Little Snitch.



For Developers
- Keep your dependencies up to date and avoid using 

poorly maintained packages and containers.


- Don’t expose unmetered CPU cycles to users! Even 
limited, non-Turing complete services, like scripting 
features can be abused by malicious actors when limits 
aren’t placed on execution time.


- For open source contributors, stay vigilant in code reviews 
and be careful who you share privileges with.



For Users

- Don’t trust applications from illegitimate sources.


- Watch out for unexplained CPU and network activity.


- Stay updated on new threats and recommendations for 
addressing with them. Malware is always evolving, so 
security best practices have to evolve as well.



Thanks

Find me @


RosalineKarr.com

github.com/rosalinekarr

twitter.com/rosalinekarr

keybase.io/rosalinekarr


