
Cryptojacking
or, “How to Go to Prison with JavaScript”



What is 
Cryptojacking?



Cryptojacking is the unauthorized 
use of another person’s processor 

to mine cryptocurrency.



Cryptojacking is highly 
unethical and illegal in many 

parts of the world.



Cryptojacking can be done 
on servers, desktops and 

even mobile devices.



Typically, cryptojacking is performed 
in-browser with no need to install 

malicious code on a victim’s device.



How does cryptojacking work?
1. A user loads a mining script from 

the attacker’s server via an either 
malicious or compromised 
website.


2. The script begins working until it 
finds successful hashes.


3. When a hash is found, the client 
sends it back to the attacker’s 
server.


4. The attacker then uses the block 
to claim a cryptocurrency reward 
on the blockchain.


5. Repeat.
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Cryptojacking has become a serious 
issue on the web and the subject of 
analysis by software security firms 

around the world.









How did we get here?



In May 2011, Canadian developer Donny Nadolny releases 
BitcoinPlus.com, a Java based Bitcoin miner for use in the 

browser. His website includes instructions on how to add the 
miner on your own site and even a handy Wordpress plugin for 

easier embedding.



However, since BitcoinPlus.com requires the Java plugin to be 
installed and enabled to run, it’s not viable for cryptojacking 
without some level of social engineering to trick users into 

enabling it. Some forum discussions mention embedding it on 
sites already using Java applets as a cover, but there’s no clear 

evidence that anyone actually did this.



Over the summer of 2011, the difficulty of Bitcoin mining 
skyrockets to nearly 2 million Gigahashes per block on average 
making in-browser Bitcoin mining infeasible. BitcoinPlus.com 

goes offline, and cryptojacking is effectively dead in the water.
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But this is not the end…



About 6 years later, “crypto fever” sweeps the market. 
Developers create hundreds of new, easier to mine 

cryptocurrencies and prices of existing currencies surge. 
Rapidly, the rewards of in-browser mining rise and begin to 

outweigh the cost of hashing algorithms.

C
oi

nb
as

e 
In

de
x 

Va
lu

e

1,500

3,000

4,500

6,000

7,500

9,000

2015 2016 2017



In September 2017, Coinhive.com launches, offering a service 
that uses a Monero crypto miner written in C, compiled into 

WebAssembly and embedded in the browser as an alternative 
to advertisements.



It’s this easy to use…

<script src="https://coinhive.com/lib/coinhive.min.js"></script>
<script>
    var miner = new CoinHive.Anonymous('YOUR_SITE_KEY');
</script>



Unfortunately, Coinhive’s service only 
encourages customers to ask for 

users’ permission before mining on 
their devices. It does not require it.



Shortly after, malware programmers 
flock to Coinhive’s service and 
malicious mining scripts begin 

showing up across the web.









Ad blocking and anti-virus services respond 
by blocking Coinhive’s domain and, in 

some cases, all forms of browser based 
crypto mining, both legal and illegal.









Coinhive responds by releasing a new version of 
their tool called “AuthedMine” which requires 
that all customers display an opt in message 
before mining in hopes that ad blockers will 

make exceptions for this version of their tool.



From AuthedMine.com…



But it’s too little too late. Most ad blockers 
refuse to whitelist Coinhive due to their less 
than reputable past, and dozens of clones of 
their tool are already widely available online.



Additionally, many new cryptojacking 
tools crop up using entirely different 

languages, frameworks and 
cryptocurrencies. 









Where are we now?



After a year of booming crypto markets, the cryptocurrency 
world is entering a “crypto winter.” Currency prices are 

dropping, interest in new currencies is waning, and the rewards 
of cryptojacking are quickly drying up.
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Governments are also starting to crack 
down more intensely on cryptojackers, 

increasing the risk associated with it.









Hackers are responding by 
abandoning the browser and turning 

to more powerful, more damaging 
attack vectors.









Meanwhile, legal browser based crypto 
mining is slowly regaining interest as 
an alternative to advertisements on 

high traffic websites.









Legal browser based crypto 
mining is also gaining popularity 

as a means of supporting charities.





DonateYourTab.to





What can we expect

in the future?



Over time, cryptocurrencies will either grow more 
difficult to mine or devalue themselves through 

inflation. As the work-reward ratios of mining 
changes, cryptojacking will likely constantly move 

to newer, easier to mine currencies.



This will benefit those currencies and their 
associated tools by providing readily available 

mining pools. Cryptojacking may effectively 
incentivize software that is easier to use for 

malicious purposes.



We may have already seen 
the beginnings of this effect 

in the mining of Monero.
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Another problem is that both legal and illegal crypto 
mining heavily taxes processing power on devices. 

Older and cheaper devices suffer more from this, and 
as a result, cryptojacking could make web browsing 

difficult or even impossible for the poor.



– Dan Cuddeford, Director of Sales for Wandera

“We may be in a situation in the future where 
you’re able to get access more quickly because 

you’re able to solve these puzzles faster. The 
faster the CPU you have, the quicker you can 

progress to the next screen, and everyone 
could start to be treated differently.” 



– Lily Hay Newman, WIRED Magazine

“It's troubling to consider that in-browser 
mining could ultimately become its own form of 
paid prioritization, where the people who can 

afford more processing power are preferred by 
services online.” 



While cryptojacking does pose serious threats 
now and in the future, legal browser based 

crypto mining may offer significant benefits by 
pushing out ad driven web content which 

already significantly slows down older devices.



What should we do 
about cryptojacking?



As Developers
- Don’t cryptojack! Always ask for permission before mining 

on users’ hardware.


- Don’t serve advertisements from untrustworthy sources, 
especially with attached scripts.


- Don’t embed iframes from untrustworthy sources.


- Implement a Content Security Policy.


- Use the latest standards for security.



As Users
- Avoid suspicious websites.


- Use an ad blocker or a browser with cryptojacking 
blocking features (so far only Firefox, Opera and Brave).


- Don’t download programs from untrusted sources.


- Pay attention to your CPU and battery usage.


- Update your software.



As People

- Get the word out. Inform and educate others about 
cryptojacking and how to avoid it.


- Help your friends and family protect themselves. Install ad 
blockers and update software.


- Stay informed on the latest news and advisories in 
software security.



Thanks

Rose Karr


RosalineKarr.com

github.com/rosalinekarr

twitter.com/rosalinekarr

keybase.io/rosalinekarr


